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Q21.  A specific URL has been identified as containing malware. What action can you take to block users from accidentally visiting the URL and becoming infected with malware. 
A. Enable URL filtering on the perimeter router and add the URLs you want to block to the router's local URL list. 
B. Enable URL filtering on the perimeter firewall and add the URLs you want to allow to the router's local URL list. 
C. Enable URL filtering on the perimeter router and add the URLs you want to allow to the firewall's local URL list. 
D. Create a blacklist that contains the URL you want to block and activate the blacklist on the perimeter router. 
E. Create a whitelist that contains the URLs you want to allow and activate the whitelist on the perimeter router. 
Answer: A 


Q22.  What is the only permitted operation for processing multicast traffic on zone-based firewalls? 
A. Only control plane policing can protect the control plane against multicast traffic. 
B. Stateful inspection of multicast traffic is supported only for the self-zone. 
C. Stateful inspection for multicast traffic is supported only between the self-zone and the internal zone. 
D. Stateful inspection of multicast traffic is supported only for the internal zone. 
Answer: A 


Q23.  Scenario 
In this simulation, you have access to ASDM only. Review the various ASA configurations using ASDM then answer the five multiple choice questions about the ASA SSLVPN configurations. 
To access ASDM, click the ASA icon in the topology diagram. 
Note: Not all ASDM functionalities are enabled in this simulation. 
To see all the menu options available on the left navigation pane, you may also need to un-expand the expanded menu first. 
Which user authentication method is used when users login to the Clientless SSLVPN portal using https://209.165.201.2/test? 
A. AAA with LOCAL database 
B. AAA with RADIUS server 
C. Certificate 
D. Both Certificate and AAA with LOCAL database 
E. Both Certificate and AAA with RADIUS server 
Cisco 210-260 : Practice Test 
Answer: A 
Explanation: 
This can be seen from the Connection Profiles Tab of the Remote Access VPN configuration, where the alias of test is being used, 
Macintosh HD:Users:danielkeller:Desktop:Screen Shot 2015-09-25 at 9.16.10 AM.png 


Q24.  What is the effect of the send-lifetime local 23:59:00 31 December 31 2013 infinite command? 
A. It configures the device to begin transmitting the authentication key to other devices at 00:00:00 local time on January 1, 2014 and continue using the key indefinitely. 
B. It configures the device to begin transmitting the authentication key to other devices at 23:59:00 local time on December 31, 2013 and continue using the key indefinitely. 
C. It configures the device to begin accepting the authentication key from other devices immediately and stop accepting the key at 23:59:00 local time on December 31, 2013. 
D. It configures the device to generate a new authentication key and transmit it to other devices at 23:59:00 local time on December 31, 2013. 
E. It configures the device to begin accepting the authentication key from other devices at 23:59:00 local time on December 31, 2013 and continue accepting the key indefinitely. 
F. It configures the device to begin accepting the authentication key from other devices at 00:00:00 local time on January 1, 2014 and continue accepting the key indefinitely. 
Answer: B 


Q25.  In what type of attack does an attacker virtually change a device's burned-in address in an attempt to circumvent access lists and mask the device's true identity? 
A. gratuitous ARP 
B. ARP poisoning 
C. IP spoofing 
D. MAC spoofing 
Answer: D 


Q26.  What is a reason for an organization to deploy a personal firewall? 
A. To protect endpoints such as desktops from malicious activity. 
B. To protect one virtual network segment from another. 
C. To determine whether a host meets minimum security posture requirements. 
D. To create a separate, non-persistent virtual environment that can be destroyed after a session. 
E. To protect the network from DoS and syn-flood attacks. 
Answer: A 


Q27.  What command can you use to verify the binding table status? 
A. show ip dhcp snooping database 
B. show ip dhcp snooping binding 
C. show ip dhcp snooping statistics 
D. show ip dhcp pool 
E. show ip dhcp source binding 
F. show ip dhcp snooping 
Answer: A 


Q28.  Which statement about communication over failover interfaces is true? 
A. All information that is sent over the failover and stateful failover interfaces is sent as clear text by default. 
B. All information that is sent over the failover interface is sent as clear text, but the stateful failover link is encrypted by default. 
C. All information that is sent over the failover and stateful failover interfaces is encrypted by default. 
D. User names, passwords, and preshared keys are encrypted by default when they are sent over the failover and stateful failover interfaces, but other information is sent as clear text. 
Answer: A 


Q29.  Scenario 
In this simulation, you have access to ASDM only. Review the various ASA configurations using ASDM then answer the five multiple choice questions about the ASA SSLVPN configurations. 
To access ASDM, click the ASA icon in the topology diagram. 
Note: Not all ASDM functionalities are enabled in this simulation. 
To see all the menu options available on the left navigation pane, you may also need to un-expand the expanded menu first. 
When users login to the Clientless SSLVPN using https://209.165.201.2/test, which group policy will be applied? 
A. test 
B. clientless 
C. Sales 
D. DfltGrpPolicy 
E. DefaultRAGroup 
F. DefaultWEBVPNGroup 
Answer: C 
Explanation: First navigate to the Connection Profiles tab as shown below, highlight the one with the test alias: 
Macintosh HD:Users:danielkeller:Desktop:Screen Shot 2015-09-25 at 9.45.23 AM.png 
Then hit the “edit” button and you can clearly see the Sales Group Policy being applied. 
Macintosh HD:Users:danielkeller:Desktop:Screen Shot 2015-09-25 at 9.44.53 AM.png 


Q30.  Which statement about Cisco ACS authentication and authorization is true? 
A. ACS servers can be clustered to provide scalability. 
B. ACS can query multiple Active Directory domains. 
C. ACS uses TACACS to proxy other authentication servers. 
D. ACS can use only one authorization profile to allow or deny requests. 
Answer: A 
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